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AN EXAMPLE TO INTRODUCE QUANTUM 
MECHANICS



A gambling game: coin flip
The player calls 

“heads” or “tails”

The coin is 
flipped

The coin 
has landed

The player wins!

The house wins!

If the player’s call 
matches the landing 
side

Otherwise

Q: What is your chance of winning?



Demo

• https://github.com/zhangl64/flipcoin
• Run python classical-game.py

https://github.com/zhangl64/flipcoin
https://github.com/zhangl64/flipcoin


🪙 All Possible Outcomes
Case Your Call Coin Result Outcome

1 Heads Heads ✅ Win

2 Heads Tails ❌ Lose

3 Tails Heads ❌ Lose

4 Tails Tails ✅ Win



Simulate 1,000 times



Demo on a quantum device/simulator

• https://github.com/zhangl64/flipcoin
• Run “python quantum-game.py”
• Optional: try on a real quantum computer by 

running ”python flipcoin-ibmq.py”

https://github.com/zhangl64/flipcoin
https://github.com/zhangl64/flipcoin


Simulate on a quantum simulator/machine



We cheat J!

The player calls 
“heads” or “tails”

The quantum 
coin is flipped

The quantum coin 
has landed

The house ALWAYS 
wins!

The coin 
collapses in 

control 

The coin is in 
superposition



Qubits: a gentle introduction 
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A classical bit can only represent 0 or 1 at a time

= 0

A

A

= 1or



Qubits in superposition
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1 qubit can represent 0 and 1 at the same time, i.e., 
“superposition”.

A
A

= {0, 1}



Qubits
• A classical bit can take the value of 0 or 1. 

– A register of 𝑛 bits can be one of 2! states at a time. 
• A qubit can be captured as a superposition

– A register of 𝑛 qubits can be 2! different states.

12
Source: Poetry in Physics



Quantum History and Current Status



Fundamentals−what is 
quantum computing?

Quantum computing is the use of 
quantum mechanics (such as 
superposition, entanglement, and 
interference) to perform 
computation.
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Source: Microsoft



Timeline

First quantum 
computing model

1982

First quantum 
computer (2-
qubit)

1998

IBM: 5-qubit 
quantum 
computer

2016

IBM Condor: 1,121-qubit 
quantum computer

2025

Quantum Advantage

?

18 years 9 years



Current state of quantum computing

Quantum computing is an 
emerging technology with 
incredible potential, but it 
also comes with major 
challenges. 
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Figure 2-1: Number of qubits attributed to a selection of hardware developers7. Note, however, 
that the quality of a quantum computer’s qubits is decisive for scalability (not shown in this 

graph) 

 

Advances in the QC field are staggering (see Figure 2-1). The rapid progress has led 
to recent demonstrations of quantum advantage8,9,10. Quantum advantage is achieved 
when a programmable quantum device can solve a problem faster than the fastest 
known classical computer solution. In 2019, Google’s Sycamore, a quantum computer 
based on superconducting qubits, took 200 seconds11 to perform a calculation that it 
had been thought would take 10,000 years on Summit, the world’s most powerful 
supercomputer at that time (although this estimate was later revised to 2.5 days, or 

 

7 Source: Yole Intelligence, “Quantum Technologies 2021,” Yole Group - Follow the latest trend news in the Semiconductor 
Industry, accessed January 5, 2023, https://www.yolegroup.com/product/report/quantum-technologies-2021/. 

8 Arute et al., “Quantum Supremacy Using a Programmable Superconducting Processor.” 

9 Gong et al., “Quantum Walks on a Programmable Two-Dimensional 62-Qubit Superconducting Processor.” 

10 Qingling Zhu et al., “Quantum Computational Advantage via 60-Qubit 24-Cycle Random Circuit Sampling,” Science 
Bulletin 67, no. 3 (February 2022): 240–45, https://doi.org/10.1016/j.scib.2021.10.017. 

11 Kogge, “ExaScale Computing Study: Technology Challenges in Achieving Exascale Systems.” 





Applications:
• Cybersecurity
• Artificial Intelligence
• Computational Chemistry
• Drug Design & Development
• … 

18

Quantum Advantage



Classical Crypto



Review

• What is public-key (asymmetric) encryption?
• Can you name some asymmetric algorithms?
• What is private-key (symmetric) encryption?
• Can you name some symmetric algorithms?



Public key encryption (RSA, ECC and DH) 
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Asymmetric (public key) cryptography

Alice BobBob’s public key Bob’s private key

plaintext plaintextencryption decryptionciphertext



Private key encryption (AES and 3DES)
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Symmetric (private key) cryptography

Alice Bobshared key

plaintext plaintextencryption decryptionciphertext



Public- vs Private-key encryption
1. Speed: Symmetric encryption is generally faster, as it requires less computational 

power.
2. # of keys:

– Symmetric: single shared key; 
– Asymmetric: a pair of keys.

3. Key distribution: 
– Symmetric: secure key distribution is crucial, as the same key is used for both encryption and 

decryption; 
– Asymmetric: simple key distribution, as only the public key needs to be shared.

4. Applications: 
– Symmetric: secure communication and file encryption; 
– Asymmetric: digital signature and key exchange.



User authentication
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Asymmetric 
Encryption

Symmetric 
Encryption

User ID and 
Password

Shared Key Encrypt/Decrypt



Quantum Crypto



Relationship between quantum computing and classical 
computational complexity

26Source: Michael Nielsen and Isaac Chuang (2000). Quantum Computation and Quantum Information.

BQP: bounded-
error quantum 
polynomial 
time



Integer factorization 
& Shor’s algorithm

• Problem: given an integer 𝑁, find its prime factors 
(integer factorization), e.g., 15 = 3×5.

• RSA scheme (public key -> private key)
• The best classical algorithm has complexity 
𝑂(𝑒!.# $%&' !" #($%&$%&') !$ #) ⎯ sub-exponential

• Shor’s algorithm can solve it in BQP time 
𝑂( 𝑙𝑜𝑔𝑁 *(𝑙𝑜𝑔𝑙𝑜𝑔𝑁)(𝑙𝑜𝑔𝑙𝑜𝑔𝑙𝑜𝑔𝑁))

27

Peter Shor



Practice
• https://github.com/zhangl64/qiskit-shor/blob/main/prime_factorization.py
• Download the code and test it with multiple numbers

1. 15 = 3 x 5
2. 50,000,167,000,051= 50,000,017 x 1,000,003
3. 167,700,407,018,119 = 50,000,017 x 3,354,007 
4. 6,763,011,116,220,131 = 68,778,473 x 98,330,347(finish at home)

• Command: time python prime_factorization 
• Windows, use 

– time /t
– python your_script.py
– time /t

• 11,346,317 = 3,431 x  3,307 
      = 47 x 73 x 3,307

https://github.com/zhangl64/qiskit-shor/blob/main/prime_factorization.py
https://github.com/zhangl64/qiskit-shor/blob/main/prime_factorization.py
https://github.com/zhangl64/qiskit-shor/blob/main/prime_factorization.py
https://github.com/zhangl64/qiskit-shor/blob/main/prime_factorization.py


Shor’s algorithm in steps
1. Given 𝑁, check that 𝑁 is not a prime; otherwise, stop
2. Choose a random integer 1 < 𝑎 < 𝑁
3. Compute 𝑏 = 𝑔𝑐𝑑 𝑎, 𝑁 ,	if 𝑏 > 1, return 𝑏 and stop; otherwise,
4. Find the order of 𝒂	𝒎𝒐𝒅	𝑵, that is 𝒓 > 𝟎 such that 𝒂𝒓 ≡ 	𝟏	𝒎𝒐𝒅	𝑵 
5. If 𝑟 is odd, go to Step 2; otherwise,
6. Compute 

1. 𝑥 = 	𝑎
!
" + 1	𝑚𝑜𝑑	𝑁

2. 𝑦 = 	𝑎
!
" − 1	𝑚𝑜𝑑	𝑁

7. If 𝑥 = 0, go to Step 2; if 𝑦 = 0, take 𝑟 = #
$
 and go to Step 5

8. Compute 𝑝 = 𝑔𝑐𝑑(𝑥, 𝑁) and 𝑞 = 𝑔𝑐𝑑(𝑦, 𝑁). At least one of them will be a non-
trivial factor of 𝑁
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Grover’s algorithm, brute-force

• Complexity: O(N)



Grover’s algorithm, simplified
1. Represent each ball as a quantum state. How many qubits do we need for 8 

balls?
2. Put all qubits in superposition:

– (1/2) * (|000⟩ + |001⟩ + |010⟩ + |011⟩ + |100⟩ + |101⟩ + |110⟩ + |111⟩)
– Each state has a probability of 1/8.

3. Apply the oracle function, which flips the sign of the state that represents the 
golden ball:
– (1/2) * (|000⟩ + |001⟩ + |010⟩ + |011⟩ + |100⟩ - |101⟩ + |110⟩ + |111⟩)

4. Apply the Grover operator, which amplifies the amplitude of the state for the 
golden ball. 

5. Repeat Step 4 for about two more times, which will give you the state that 
represents the golden ball with high probability.

• Complexity: O( 𝑁)



Motivation
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The effective security strength of key encryption algorithms 
Encryption 
type

Encryption 
algorithm

Key size (bits) Effective 
security level 
on CCs (bits)

Effective 
security level 
on QCs (bits)

Public key

RSA 1024 1024 80 0

RSA 2048 2048 112 0

ECC 256 256 128 0

ECC 384 384 256 0

Private key
AES 128 128 128 64

AES 256 256 256 128
Shor’s algorithm & Grover’s algorithm on QCs





Now or future?

• If it was true, are you ready?
• Take action now: replace public-key 

encryption with quantum-safe ones

34



Making your software quantum safe

National Security Memo 
(NSM-10) on Mitigating 
Risks to Quantum Attacks

May 4, 2022

OMB: Migrating to 
Post-Quantum 
Cryptography 
(PQC)

Sep 7, 2022

Law H.R.7535 Quantum 
Computing Cybersecurity 
Preparedness Act

Nov 18, 2022

Dec 21, 2022

NIST PQC Standard;
Migration to PQC

2024--2033

Icons credits: Xmind and Flaticon

NSA: Commercial 
National Security 
Algorithm Suite 
2.0 (CNSA 2.0)

Lei Zhang



What is PQC?



How to migrate to PQC?

1. Find Public-Key Encryption (PKE)

2. Replace PKE with PQC



PQC Migration Research



Case study on IBM Db2
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Motivations
• Db2 complies with various security standards 

to protect sensitive data
• It is a mature product (released in 1987) 
• It is under active development, with new 

features being added regularly 
• Db2 codebase consists of tens of millions of 

lines of C/C++ code 



User authentication in Db2
• Db2 consists of a Db2 server and data server clients
• The first step of accessing a Db2 database is 

authentication, which is used to verify a user’s identity
• Db2 requires two items to authenticate a user, 

– i.e., a user ID and a password

40

Client Server
{userID, password}s

Authentication OK



Transport Layer Security (TLS)
• To keep in-transit data safe, Db2 builds an 

encrypted communication using TLS protocol 
• TLS uses public- and private-key encryptions
• Db2 adopts public-key encryption (Diffie-

Hellman) to exchange a shared secret between 
the user and Db2

• The key is then used to encrypt subsequent 
communications with private-key encryption 
(AES)

41

DH

AES

Shared 
Secret



PQC: Kyber

• https://github.com/pq-crystals/kyber

https://github.com/pq-crystals/kyber
https://github.com/pq-crystals/kyber
https://github.com/pq-crystals/kyber
https://github.com/pq-crystals/kyber


Target: Diffie-Hellman (DH) in 
user authentication 
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1. Client and server “agree” on a 
shared secret (s) using DH

2. Th s becomes the key of AES
3. Client encrypts user ID and 

password using s
4. Server decrypts user ID and 

password using the same s

Se
rv
er

Cl
ie

nt

Client public key

Server public key

Gen keypair

Compute sCompute s

{user ID, password }s

Authentication OK

Gen keypair

Decrypt with s



Solution: Kyber
• Kyber is based on learning-with-

errors (LWE) problem over lattice
• A×s+e=t, NP-hard
• Security equivalent to AES-128, 

AES-192, and AES-256
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Se
rv
er

C
lie
nt

Ap
pl

ic
at

io
n

Client public key

Ciphertext

Gen keypair

Encrypt s

Compute s

{user ID, password }s

Authentication OK

Gen s

Decrypt with s



Summary
• Problem: Quantum threats
– Public-key, replace
– Private-key, key size

• Solution: PQC
– Classical algorithms on classical computers to 

replace existing public-key encryption



IBM quantum systems



Kahoot!
• No need to sign up
• Any mobile devices with Internet
– Phone, laptop, etc

• Just type the web link in your browser: 
www.kahoot.it

• Join with PIN on the screen



End


